
From classic fish sticks to freshly 
caught frozen shrimp, Greenland Sea-
food Wilhelmshaven GmbH – a sub-
sidiary of AliSa International GmbH 
– produces 1.3 million fish meals per 
day on ten high-tech production lines 
with over 400 employees at its factory 
on Jade Bay. 

Naturally, automation plays a central 
role when it comes to quantities of 
this magnitude. That’s why the deci-
sion-makers had already set out on the 
path to Industry 4.0 several years ago. 
In addition to the ramped up collec-
tion and utilization of data from the 
production network, this process also 
involves increasing networking of ma-
chines and components via Ethernet.

Less is more, at least when it 
comes to IP addresses

With all its advantages, such a pleth-
ora of networked individual elements 
also means that IP addresses on the 
higher-level production network will 
start to run out at some point. 

Joachim Gerken, who works on auto-
mation technology at the Wilhelm-
shaven site, illustrated this using the 
following calculation: “For example, 
just the production line for fish sticks 
alone has seven or eight frequency 
converters, plus a large number of oth-
er components. If each one has its own 
IP address, 20 to 30 addresses are used 
up for each line. 

If there are 10 lines, that’s already 
300 addresses,” explained Gerken. 
Also keep in mind that the production 
network is only designed for a maxi-
mum of 255 IP addresses. 

©
 H

el
m

ho
lz

 G
m

bH
 &

 C
o.

 K
G

Digital fish processing – High tech from sea to frying pan

WALL IE guarantees secure automation
networks at Greenland Seafood  
Automation in the food industry is a big issue for the fish experts at Greenland Seafood in Wilhelmshaven, 
Germany, as well. The measures taken by the company to automate were a success, but they were con-
fronted by a common problem: it looked like they were going to run out of IP addresses on the production 
network. A solution which was both secure and straightforward was provided by Helmholz in the form of 
the WALL IE Industrial NAT Gateway/Firewall.
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A complete conversion or expansion 
of the production network would have 
been very complex and time-consum-
ing, though. That’s why we quickly 
realized that it wouldn’t work – we 
needed another alternative. 

With support from independent drive 
and controller specialist Schultz+Erbse 
GmbH, a practical and future-proof 
solution was ultimately found: the 
components of a machine or an en-
tire line are grouped together as a ma-
chine network and incorporated into 
the production network over a single 
IP address. Here, the machine net-
work functions as a LAN (Local Area 
Network) and the production or com-
pany network as a WAN (Wide Area 
Network). In the past, the only way 
to securely implement the interface 
between the two was in a roundabout 
way using complex and accordingly 
expensive firewall solutions. 

Since 2015, however, the WALL IE  
Industrial NAT Gateway/Firewall from 
Helmholz has provided a straight- 
forward alternative for this task –  

it protects both networks by precise-
ly regulating which subscriber may  
exchange data with which device.  
The specifications involved here can 
be defined for a specific user. The pre-
requisite for this is created by a packet 
filter function. 

As a consequence, this means that 
“we save a very large number of IP ad-
dresses,” said Joachim Gerken in sum-
marizing the end result. Thanks to 
the innovative new firewall, no more 
than three IP addresses are occupied 
for each line: one for the CPU, one 
for the operating field (HMI) and one 
for WALL IE, behind which the entire 
machine network is located. If the 
CPU and HMI run on a shared address, 
then it’s only two. 

Secure and easy access

Another special feature is that WALL IE  
can be used in both the NAT oper-
ating mode and as a bridge. In the 
bridge operating mode, it acts as a lay-
er 2 switch. In contrast with normal 
switches, however, packet filtering is 
also possible in this operating mode. 
The packet filter enables limitation of 
access between the production net-
work and the respective machine or 
line. For example, it can be configured 
that only certain subscribers from the 
production network may exchange 
data with defined subscribers from the 
automation cell. Otherwise, the data 
packet would be rejected or discarded. 
To expert Joachim Gerken and his col-
leagues, this means “we can precisely 
determine the scope in which some-
one can access the machine network 

from the outside and make it possible 
with a single click in the system.” On 
the one hand, this increases cyberse-
curity, as there’s additional protection 
for the machine network thanks to the 
firewall of the production network. On 
the other hand, this function also of-
fers very practical advantages, such as 
error handling and (preventive) main-
tenance. With the appropriate access 
authorization, the manufacturer of 
the machines can also access individu-
al parts or all the parts of the machine 
network securely – and cost-effectively 
as well.

WALL IE has another advantage as 
well. On existing systems, certain IP 
addresses have already been issued, 
but they can’t be read by the produc-
tion network because the production 
and machine networks occupy dif-
ferent address ranges (external IP/
internal IP). With WALL IE on the 
other hand, the user can easily use the 
respective external IP address to ping 
the corresponding internal address. 
This is because WALL IE supports the 
two NAT functions – Basic NAT and 
NAPT – in the router operating mode. 

Greenland Seafood uses Basic NAT 
(also known as “1:1 NAT” or “Static 
NAT”). This enables the translation 
of both individual IP addresses and 
entire address ranges as well. The 
translation takes place exclusive-
ly at the IP level, which means that 
all ports can be addressed without ex-
plicit forwarding. 

All addresses of the machine or line 
are translated into a single address of 
the production network. The sender 
addresses of packets from the automa-
tion cell are replaced by them.
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A look back and a look forward

Greenland Seafood has been rely-
ing on the WALL IE Industrial NAT 
Gateway/Firewall from Helmholz for 
around four years now. That makes 
the northern German company one 
of the first users of the then-brand-
new technology. According to auto-
mation professional Joachim Gerken, 
the functionality of the system  
has proven itself many times over – 
and the same goes for user operation:  

“Nowadays, it’s child’s play.” “You de- 
finitely don’t have to be a programmer 
to use WALL IE in everyday operation, 
and Helmholz has always provided 
great support whenever we’ve had any 
questions.”

Five WALL IE units are currently in con-
tinuous use at Greenland Seafood in 
Wilhelmshaven, Germany – two pro-
duction lines (one for fish sticks and 
one combination line), one cutter, the 
cooking oil supply and the thermal af-
terburning system have been securely 
incorporated into the production net-
work in this way. The entire remainder 
of the factory is now gradually being 
equipped with WALL IEs as well. Retro-
fitting is relatively easy here, as nothing 
needs to be changed on the machines 
themselves. 

Joachim Gerken and his colleagues 
already have another step toward fu-
ture-proof and practical automation 
in sight: they’re currently trialling the 
use of REX 100 industrial routers with 
which Helmholz enables direct, secure 
remote access to PLCs.

Helmholz GmbH & Co. KG
Hannberger Weg 2
91091 Großenseebach
Germany

Phone:  +49 9135 7380-0
Fax:  +49 9135 7380-110
info@helmholz.de
www.helmholz.com

Discover the WALL IE
Industrial NAT Gateway/Firewall
from Helmholz!

View product
information online!
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Herb-encrusted walleye
The favorite recipe of Jenny in Product Management

Preparation:
Remove the fillets from the package and allow to gently thaw for 4 to 6 hours in the 
refrigerator.

For the herb crust:
Sort and wash herbs, remove thick stems and then dry and chop finely. Cream the  
butter with the egg yolks and spicy mustard. Mix in herbs and breadcrumbs and sea-
son with salt and pepper to taste. Then lightly rub the thawed fillets with salt and make 
diagonal cuts into the fish skin every 2 cm. Squeeze the juice of the lemon into the cuts 
you have made. Generously grease an oven-proof baking pan (oven dish) with butter. 
Clean the bunch of spring onions and put them into the pan. Brush the fish evenly with 
the herb butter mixture, place the fish on the spring onions and pour the white wine 
over it. Bake in a preheated oven for about 25 minutes at 180°C (may vary depending 
on the oven).
Serve with potatoes or a sliced baguette on the side.

Ingredients for 4 people
600 g walleye
1 bunch of spring onions
100 g herbs 
(e.g. parsley, 1 sprig of tarragon,
fresh sorrel, fennel etc.)
125 g butter
2 egg yolks
1 tsp spicy mustard
2 tbsp breadcrumbs
1 lemon
125 ml white wine

For more tasty recipes, visit:
www.greenlandseafood.eu/rezepte/

Greenland Seafood recipe tip

https://www.helmholz.de/goto/700-860-WAL01

